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1. Overview

1.1 What is Cumo-nect Office?

Cumo-nect Office is a new package of RSI.

This new package is intended to cover SMB customers’ fundamental needs without the
need of purchasing other packages. Customers can use any combination among
Cumo-nect Office and existing packages. Cumo-nect Office has five features.
® Scanto Me
® Device Management
® Reporting
® SecurePrint

® Authentication

1.2 Cumo-nect Office Series

Office Essential Office Essential Office Essential
+ Flex Release + Scan
Device Management

Reporting \/ \/ \/
Authentication .\{ .\/ ,\/

Flex Release

<

Scan to Me \/

2L 2 2 2 2 2

Cloud Connectors* (OCR Plus)

*Cloud Connectors include: One Drive, Google Drive, Box, Dropbox, SharePoint and DocuWare



2. Preparation and Installation
2.1 Device registration, Installation & Configuration
Device registration, Installation & Configuration of Cumo-nect Office SOP apps
for Cumo-nect Office features
® Ricoh Cumo-nect Office and Ricoh Cumo-nect OCR Plus apps can be obtained
via Application site.
® |f the installation complete, It has a RICOH Smart Integration and Cloud Setting

icons appear

® |f the installation complete, It has a RICOH Smart Integration and Cloud Setting

icons appear.

st | ¢ loot 1L
&y Aplication Site
. s
[¢ Scanner ngmm Aeplication Site
RICOH Cumo-nect
@, 10 Card Copy @ Mo
Copy both sides of 1D card to one Setup 3% for RCOH Cumo-nect Transform paper documents into
PR Office editable electroni files. < >
= 1 . HEBE A =
T ) B |

g Santome @ S, 10 Card Scan & Copy O Smart integraton | - Qo Setinss AGress Book ol :::
Scan documents to emal Send scanned documents to Scan both sides of ID card to one

address. Office 365 ML e e - —
Check Status &% Check Status

® By starting the Cloud Settings app, the device registration screen is displayed
if the device has not been registered to RSI tenant.
® \When the device registration is completed, Easy setup portal screen is

displayed.

& |Machine Administrator G3, Denyadmin's operation, taphere || 2 & Machine Administrator [, Denyadmin's operaion. taphere Logout

— -r:::zm-
2 & ‘
s e oo

Ouck Copy Quick Pnnl Release S(anner
Authentication Confia.

Check Status A @

Activate device to RICOH Smart Integration. .
Please login with an administrator account of the tenant to register.

If you do not have a RICOH Smart Integration account, please contact
your sales representative.

Check Status

& ' Machine Administrator G, Admin. i operating remotely 4 Llogout | € & |Machine Administrator G5, Denyadmin's operation. tao here
Tenant Activation Login RICOH Smart Integration setup
I the subscribed app on this device.
Loain with Email Address it been nstalled. you can re-install or unsettinas of the application. and delete

Email Address user@example.com

Password Unsetting

1| Show password

Delete Device Information

Check Status — &"ar Check Status



® Before installing the SOP apps, the contracted application is checked. After the

checking process, multiple apps are installed to the device.

& Machine Administrator 3, Denyadmin's operation, tap here Logout

‘Admin. is operating remotely

Installing the application...

Installing the following application has completed.

Ricoh Smart Integration Log Transfer
Ricoh Smart Integration Device Monitoring
Cloud Settings

Ricoh Smart Intearation Authentication
Ricoh Smart Integration Setup

Check Status &5

® During the installation, SOP apps are configured. After apps are configured,

restart the device if required.

® |f the installation complete, It has a login screen appear.

4 |Machine Administrator ©3, Admin.is operating remotely

o The machine will restart when settings are made. o Changin%,settin 5 was successful
Are you sure you want to restart the machine? The machine will restart.

CANCEL

Check Status

187

Check Status

( Login:Email address

Enter your emall address and password.

Email address

Password

‘ Mmplanguage English ‘

Administrator login

Check Status



3. Configurations
3.1 Workplace administrator Ul mode
® Specification - Switch to Administrator Ul Mode

httos.//na.accounts.ricoh.com/portal/login.html

® \While the user logs in with an administrator privilege into Workplace, the Ul can
be switched via the switch on the header.

® \When the Admin Mode is enabled, the header’s color changes and application
icons for administrator are displayed. This Admin Mode switch appears only

when the administrator logs in.

Application

General users

RICOH

Utility

Administrators

3.2 Authentication
® [our kinds of login methods for general

users and administrators can be

supported in the SI-Auth app.
- Pincode e
- Email and Password =
- Username and Password

- UserlID



Example for Interface for login methods for general users and administrators

For General Users

Email addres and Password RSI user ID and Password

Login: Mail Address ("Login:User ID

To lain,enter the mal af0ress and pissmned.

-

To kg in,enter e e id and passuerd

ADMIN LOGK

Check Status (oo - A @  Stp

Check Status

PIN code login User select

( Login.PIN code ] [ Looin:User Setect
To log i, enter the pin ode
e v Undate

o M B D F @& UK LMH 0RO RST W N2 185

Yuhed a5kl

(Chetk Status

For Administrator

2, Deny admin.s operation, tap here

Login: Admin

To log in, enter the user id and password.

User ID

Password

My language English

Check Status % %2°




When user set the USB IC card reader to the MFP, IC card login can be supported.
User can switch to the manual keyboard login via the bottom of the button, then login

screen will be displayed according to the login method.

IC card login Keyboard login

Email addres and Password RSI userID an

Login:IC Card
Hold the IC card over the reader and log in.

PIN code login

Logn:PIN code

M Language English Keyboard input login

1 20200

Check Status & X =) & Ee) o Stop

3.3 Function usage restriction and User registration

3.3.1 Function usage restriction

® Function usage restriction and User registration

Copier @Color / Two Color / Sigle Color / Black & White Faxer ®Allow to use
Oolor (autoselect only) / Twe Color / Sigle Color / Black & White Crorbit using
Cwo Color / Single Color / Black & White
CsSingle Color / Black & White = Bllow 10 use
OBlack & Whit Only Crorbit using
COForbit using
Document Server @Allow 1o use
Printer @Color / Two Color / Sigle Color / Black & White Ororbitusing
Cifwo Colar / Single Color / Black & White
OBlack & White Only
CForbit using
o ) L=

- Individual setting for each user

RICOM  H User Management




- Batch setting for all the users in tenant

Admin Mode

iz User Management

& Top

|User Management

Role ~|  Status b Email address status ™ (
=

+A Register ) Delete Activate Inactivate Send
Import » Office 365
Send Bulk Emails » iven name Family name Status Coordination
Edit Fixed Phrase for User registration Email Ea )
Create URL for User Registration = Bl Active

Pl
Multifunction Printers/Copiers function usage restriction batch setting . i

) admin Active
ST 2T

O wuser nauser rsiyuheisasaki+nau  na user Active

ser@gmail.com

® Specifications - Target functions for function usage restriction are
- Copier
- Printer
- Faxer
- Scan

- Document Server

Copier ®Color f Tero Color / Sigle Color / Black & White Faxer Eallow 1o use
OiColor [sutoselect only) / Two Color / Sighe Color f Black & White: Crorbit using
Ciwo Color / Single Codor / Black & White
CiSingle Color / Black & White EAllow to use
Oftack & White Only Crorbit using
Ciforbit using
) Document Server Eliow to use
Printer @Color / Two Color / Sighe Color / Black & White =
- Crorbit using
Crwo Color / Single Codor / Black & White
OiBlack & White Only
Offorbit using

- 0

3.3.2 User registration
® RS| features are managed per registered user in RSI-Cloud.
® User registration can be conducted by three method

1. Individual registration

Administrator




® User Management registration is available via User Management menu. By
pressing the user management icon, the screen will switch to User

Management screen

RICOH Admin Settings D C . = User Management

Enr

|user Management

Offca 365 coopern.  Offce 365 coopers —
Fomly e SR o Emal ddress oo Account Harme

O Sy sysadmin

it
minggmsicom

O e Yneisasas e saani s
heam

131 Numbar ot dsplayissns | 20 [+

User information Conditional

Feature

- The number of character that can be entered: 1 to 128 characters.

- Default value: blank

Only 1-byte alphanumeric characters, hyphens, periods, and underscores are allowed for User ID.
Hyphen is not allowed as the first character.

User ID that contains only periods is not allowed.

Registering identical User IDs is not allowed.

User ID

- The number of ct that can be entered: 1 to 128 ct
Default value: blank

ASCIl characters can be used for the Email address.
Back slash (/) and back quotation (') are not allowed.

First Name / Last The number of character that can be entered: 1 to 128 characters.
Name - Default value: blank

Email Address

Device Account - The number of character that can be entered: 1 to 128 characters.
Link — Account - Default value: blank
D - Identical users in the same tenant is not allowed.
- Unicode BMP characters are allowed.
Reply Email - Default value: The language that is set by the tenant's administrator.
Language - Supported | ges: Dutch, English, French, G Italian, Jag , Brazilian Portuguese, and Spanish
Rol - Sy Imini: org | user can be selected.
- Default: General User
Ueren s Package privileges can be assignedto the user.

If no user license left in the package, the message "No license remains.” is displayed and the package cannot be selected.

® Register a user By pressing the Register button, Add User menu is

displayed. In this menu, individual registration can be operated

€ User Management

User Management

|Add User
*Mandatory field
User ID*

role st - e

l Reguter :

: N Office 365 coopera  Office 365 coopera Email Address®

Usec 0 Emai Address Gvenrame fumiyrame [ sunn  OticeMcoopen Offce Moo =

O SywemAdm  sdmn et S| sdmin e
Given name*

O SytemAdmn  sysadmin v sdmin Actve

O ver YoheiSaust yheisssa@jpco  Yuber Sonaa Acve

o Family name"

1373 Number of display mems | 20 v

Reply Email Language

English v

Role
O system Admin ® uUser



® Specifications for user registration Information can be set according to the

following specifications.

® User registration confirmation By pressing “OK” button at the bottom page,
a user registration Email with the access URL to User Site is sent to the

specified Email address.

info@na.smart-integration.ricoh.com

[RICOH Smart Integration] Confirm re

ation and set password.

% ©Sus

(— User Management

Dear yuhei

ICompIeted

A user registration email has been sent.
Becomes available when the user completes the login information registration by following the email
instructions.

2. Batch registration using a spreadsheet

Administrator I

® |mportable file formats Importable file formats For customers who want to
register multiple users at once, RSI supports batch registration using the
spread sheet.There are two ways for importing user information:
1. File created using a format: The file format can be obtained via RSI-

Cloud and the created file is imported to RSI-Cloud

Adit the format

u User A User B

10



® Prepare an import file The import file format can be obtained from
the download link. Also, the user help as a web manual is available

via the “How to Make an Import File” link.

#  User Management @ ) . #i  User Management

- (selotFi ) Thare i ol sleced

- > e o

limport status and History
Up e 20 rests within 30 s cam o confimed

~
U

Execution Date/Tine. suatas
P [ - Poumbor of Hems (Sucsesded /Error)

_ 2,000 o

® Sample format for import file : 1st row is for headers, and 2nd for
explanations about key information that are used by import features.

The user information have to be entered from 3rd row

User ID *1 Email address *2 First Name *2 Last Name *2 IDiETEe SEeeu (s Operat|on *1
AccountID

test01 test01@example.com John Smith
test02 test02@example.com Anne Jackson Edit
test03 testO3@example.com Mike Patric Delete

11



2. Export the AD user information.

llv’ﬁ

User A User B

® Necessary attributes to import an AD user.

Workplace item | AD Attributes Required (Y) /Not
requlred (N)

User ID userPrincipalName If the User ID includes the characters that are
not 1-byte alphanumericals, hyphens, or dots,
they are replaced by underscores.

Mail Address mail Y If the identical mail address already exists in
the User Site, the user cannot be registered.

Last Name sn Y

First Name givenName Y

Device Account sAMAccountName N

Link — Account ID

® To export the AD user information, CSVDE command on Command
Prompt by an administrator is required. Following operation result is

an example of exporting the user information from AD.

csvde -u -f export.csv -r objectCategory=user -I
userPrincipalName, mail,sn,givenName,samAccountName

To modify the exported CSV file, please follow the procedure below.
- Open the CSYV file via “File” — “Open” to use Text Import Wizard. In
the Wizard, select “Comma” for “Delimited”.

- After the modification, save the file as XLSX file format.

12



® Execute the Import: When the import file is updated, the Execution

button is activated. By pressing this button, a confirmation dialog

pops up. Press “OK” button to start importing the file

Go back to the Import menu.

® Result of executing imports: The import result can be confirmed via

“Import Status and History” menu. To confirm the detailed results,

select the date

i User Management

# User Management

p—

- Impont (e created from format)
|import (Fite created from format)

limport Results - 08/18/2019 2108:27

CShom Erred Resuits Only
pont 30

User wha imposted : adenin (RS! adie)
((seiect7se ) impon torman enstsx

Mo User 1D Emad Addross Ghenname  Famdyname  Operation Resut
' o1l deota ths  testDI@nammpio com Jobn s a4 o - User 10 s il
= ) I
2 Test02Pie deete TS 2@ erample con Jehn sen B o - Cannot find he e
e whers importing)
|import Status and History i . 3 [ — Delste  Erer - Canmot find the user
U to 20 resutts withen B0 days <an be confinmed Upaste ) Tt when importing)
Exncuton DasefTs st
b of e {Secceedec/ ror ) 1373 Number of display s | 20 |
e Compiees

3. Self-registration

@ » URL »

User User

13



® User self-registration is available via Create URL for User Registration

menu. By pressing this menu, the screen popup will be displayed.

® The user create menus for general users and administrator are separated.

RICOH if User Management

(— Top

|User Management

Role ¥ Status

Import (File created from format)

Import (File exported from Active Directory) ]
Send user registration emails in bulk from here
Send batch Email Address Confirmation emails i

Edit Fixed Phrase for User registration Email I

)
[ create URL for User Registration ] —

Reset PIN Code b

@ Create URL for User Registration

User regster Administrator regsiter

User regster URL

Not created

Expiration Date
@ Set O Do not Set

days

Upper Limit for No. of Registrable Users
® Set O Do not Set

User

® The URL settings including when this link is expired or how many users can

be set are configured in this popup.

@ Create URL for User Registration

User regster Administrator regsiter
User regster URL

Not created

Expiration Date
® Set O Do not Set

days

Upper Limit for No. of Registrable Users
® set O Do not Set

User

R
o ) CEEEED

® An administrator has already created the URL for user registration, the

popup will be changed as follow. The URL recreation or deletion can be

conducted.

User register URL Not created
Expiration Date Set (Blank)
Upper Limit for No. of Registrable Users Set (Blank)

14



® \When the URL has expired, displayed URL is changed and URL copy button
is inactivated.

@ create URL for User Registration @ Create URL for User Registration
User regster U R L I n fo Administrator regsiter

User regster URL

For General User Registration For Administrator Registration

URL for User Registration

https://ftaccounts.ricoh.com/v1/aut/tenants/1146470409/registes Inactive :https://ft.accounts.ricoh.com/v1/aut/tenants/1146470409, Copy
Expiration Date :10/04/2019 16:52:54
piration Date :10/04/. Expiration Date :Indefinite Period
Remaining No. of Registrable Users:1 R N f Ry ble U: 0
URL Creator : FT000002106(demo2 EXP) emaining No. of Registrable Users :

URL Creator : OTdemo(OT demo)
Expiration Date

@ Set O Do not Set Expiration Date
Set ® Do not Set
1 days
Upper Limit for No. of Registrable Users
Upper Limit for No. of Registrable Users ® Set Do not Set
© Set O Do not Set 5 User
1 User

( Cancel ) ( Delete ) m
| ren ]

( Cancel > Delete

-/

3.3.3 Change Password or PIN Code.

® User can change the login password or PIN Code via Account Settings.

Admin Mode

ps ! @ @ ‘00000018106

Tenant ID : 4014273043

Soradish Piyarutnmanont
Soradish.cm@gmail.com
My Account Settings
B3 Logout

Application

Application Settings

(General Users)
Cumo-nect Office Elite

® There are two menu tab to change.
- Password

- Device Login Setting

My Account Settings

My Account Settings

€ €wn
|My Account Settings |My Account Settings
Mandatory fiid Device Account Unk Setings

Basic Serting

N Multtunction P ~
New Passwors(D) ulifuncsion Printers/Capiers

PIN Code Settings
New Password (Confirm)®

Current Setting: Login with the PIN s not possibls

15



3.4 Driver installation to PC for Secure Print

3.4.1 Driver installation (Direct Print)

® Printing from printer driver on PC: When RSI-Auth is installed, RSl account

authentication setting has to be set in the printer driver to print from PC.

1. Install Printer’s Driver via TCP/IP Protocol

@ RICOH PCL6 UniversalDriver V4.23 Properties

General Shaing Ports

=

1 Color M:

RICOH PCLE UniversalDriver V4.23

Print to the following port(s). Documents will print to the first free
checked port.

Port

[ tpT3:

[ comr:
[ comz:
[ comz:
[ coms
192.168.2.71

Deseription Printer o
Printer Port

Serial Port

Serial Port

Serial Port

Seral Dort

Standard TCP/IP Port

RICOH PCLG Universa it

>

Add Port... Delete Port Configure Port...

[ Enable bidirectional support
[[] Enable printer pocling

Cancel Apply

2. Enable User Authentication

7 RICOH PCLE UniversalDriver V4.23 Properties

Ach 4

General Shaing Pors

Color M

g Secuity A Advanced Options

Do not Allow User to Register Preset

Authentication
[ user Authentication
[CIwith Encryption

Overlay Data

Shared Folder Settings...

Driver Encryption Key...

[Jincrease Auto-keep Settings for Applications

Language:

Use System Language
SNMPv3

[CJEnable StaMPv3 for Bidirectional Communication @ Details...

Register Custom Paper Size...

0K

[Jpo not sllow changing the display order in One Click Preset List

Restore Defaults

16



3. Set the RSI user information.

Login User Name : User ID

Login Password : Password

% RICOM PCLE UniversalDriver Vd23 Printing Preferences.

Frequenty Used Settings  Detaled Settngs  Configurartion hout

Current Setting
Factory Defait

Document Size:
Lester (B.57x 117

[ .
L Xb Sete | 3obsenp Bestore Defmdts

e
n Job Type:
[P Paper Piormal Print . D
I 2 SudedayoutSocidet
. Cssteaton Code:
;l st Settngs (Ut 32 soharumeric dhavacters [a-£4.2,04,° )
W g

(@ Print Quakity=Standard
I Pt Quaity-Advanced
Dettecs

9 Oriver Opsons

Authentication

Login User Name:
Defined User ID

Enter Login User Name:

Login Password:

Confirmation Password:

Domain Name:
Auto-Obtain

v| @ YUHEI

[Cox ]| concel Restore Defaults Help

Printing from printer driver on PC (Macintosh OS): When RSI-Auth is installed, RSI

account authentication setting has to be set in the printer driver to print from PC.

1. Install Printer’s Driver via IPP Protocol

Address:

Protocol:

Queue:

Name:
Location:

Use:

192.168.2.71

Valid and complete host

name or address.

Internet Printing Protocol - IPP

192.168.2.71

RICOH IM C2000 PS

17



2. Enable User Authentication and Set the RSI user information
Login User Name : User ID

Login Password : Password

Printer: | 1923168271
Presets: | Default Settings
Coples: v Two-Sided

Pages:

Paper Size: C 210 by 297 mm

Orientation: § If Scale: 100%

User Authentication

v User Authentication

Defined User ID

560038

® Printing from Application on Smart Device Android or iOS

1. Download Application Via App Store and Google Play

RICOH Smart Device Connector
Ricoh Co., Ltd. Usz@ndnmnsvou *ok ok ok L 2600 &

@

0 uariiwiantruuuunsaivniatasuasan

anannsaurinumsiduasausd aayaviudinin -
. iy dadouds

fua CEDHLS

S8 oo e Feider

Crigal Type il 3 €

Hesonts work

Fie Type - @ Getting Stars >
Sean Sz

3 preferences |

# Download on the N
¢ App Store oogle Play

18



2. Add MFP and set up Permission User

009 @ @ &

MFP/whumad

ALAW

fivanans

QA

swnsidse

mMsiueang

ATIVADUAOTULLATDY

AseaAN Print Server

3. Select Machine and Systems go to searching MFP by Internal network

gll

10:08u. ® © & © % a0 98%

€ 1 HoudaMFP/vaumas

@ ming Quick Connection
\Jousiosu QR Code

o Bz

¢/ Bluetooth
fiaquninii Adaemmidousio]

A [ v

wondaniosmuluedagnudsaiu

M= IM C2000 :
@ 192.168.2.71 )
—J LRE I AES
Wiaaday

19



4. Select Menu Permission User and input User and Password

0090 ® © 5

€ msAmueans

Avuaana e [VhitaTgem

4 '
User Name
WA (PSR HTUULRT)

\\ J

3.4.2 Driver installation (Flex Release Print): Only Support Office Essential + Flex

Release and Office Elite

® Driver installation to PC for Flex Release Print (Windows OS): Download the

installer for Port Monitor
1. Users can find the printer driver (Port Monitor) download link on the

Workplace, an executable file (.exe) for install the Port Monitor is

available.

20



2. Aninstaller requires to match on the selected login method.

i#f Application Settings (General Users)

€Top

|Application Settings (General Users)

Printer Driver for Cloud Printing Manyal
Windows0S A~
Version
Installer for Office 365 Login (32bit) 108 Dourload
Downlcad instalee for Office 365 Lagin (64bity 08 Download
User Select Login Settings Installer for Email Address Login (3261) 108 Dourload
Workflow Job Transaction Installar for Email Address Login (6461) 108 Dowrlosd

Installer for User Nams vd Login (32bit) 108 Download

installer for User Nam d Login (§4bit) 108 Download

MacOs v

* Secure Print supports three types of user authentication methods.
- E-mail address authentication
- 0365 account authentication

- Tenant ID / Password authentication

3. When the installer has been executed, following screen is displayed. No
operation is necessary during the setup. Compare to the current driver

installation, setup is easier.

(4 i _a0d| Please wait while Windows configures RSI Cloud Printer [PCL6 Driver
[ for Universal Print] [ERZT]
RSI_Cloud_Pri Install OK

-PCL6.D
nter-PCL6_Dni Time remaining: 1 seconds

4. Atthe first print job spool after starting up the OS, the user login
window pops up according to the registry data that specifies the user
authentication method. By checking “Save User Information”, the

username and password are kept until restarting the client PC.

Fonbudutne FleRelease CX X
x

-
R Cap

Swauasasa 1
2 Ressy [DPrttofie | Pstersnces
o
s i

Ay [
Fage Range:
- | | E [~ iwintoyagly

e
D

21



If user login fails, the “Login to FlexRelease CX Service” dialog appears

again and this dialog shows the error message and error code

This dialog pops up if login with saved credentials fails. This happens if:

v The user account has been deleted.

v The user password has been changed.

v The user account has been locked.

v The user account is disabled.

P
v

* Login to FlexRelease CX Service (=]
Failed to login. Check the authentication information is correct,
(11020001)
Tenant ID [ 603000011
User Name [ test
Password [l
[™ Save User Information
co

® Driver installation to PC for Flex Release Print (Macintosh OS)

1. Users can find the printer driver (Port Monitor) download link on the

Workplace, an executable file (.exe) for install the Port Monitor is

available.

2. Aninstaller requires to match on the selected login method. (Recommend

E-mail Address Login)

i Application Settings (General Users)

2

| Application Settings (General Users)
Printer Driver for Cloud Printing

Application List Windows0s

Extornal Servica Connactions MacOS

Download Installer for Office 365 Login

User Seleet Login Settings Ins?

Workflow Job Traneaction Installer for User Name/Passwort

d Login

22




3. When the installer has been executed, following screen is displayed. No
operation is necessary during the setup. Compare to the current driver

installation, setup is easier

R

Print installer

4. When the installer has been executed, RSI account authentication setting

has to be set in the application to print from Smart Device.

wanw

X @ sasccoome cshcom < 1

Aondusu Suiauoaiasa

23



3.4.3 Port Monitor specification: Only Support Office Essential + Flex Release and
Office Elite

® The protocol used for transmitting the data is HTTPS.

® The maximum size per document that can be submitted via Port Monitor is

300MB (spool size).

@ RSI Cloud Printer Properties X
General Shaing Pods  Advanced ColorManagement Secunty Accessories Advanced Options

=B RsICloud Printer

Print to the following port(s). Documents will print to the first free H TT PS
checked port.
[Port Description  Printer A
[ coma: Serial Port
O FiLE: Print to File Port monitor RSI-Cloud Server
[ 192.168.2.200 Standard T...  RICOH PCL6 UniversalDri I
[J PORTPROMPT: Local Port Microsoft XPS Document

] 012345678@FlexReleaseCX  FRCX port RS| Cloud Printer
[J Microsoft.Office.OneNote... App Monitor OneNote for Windows 10 ,,
< >

3.4.4 Email to Print: Only Support Office Essential + Flex Release and Office Elite
® The methods to spool print jobs: Sending an Email with attached files to
specific Email address
® Following step by
1. Login
2. (Go to Application Setting

3. Select LF Print

& Application Settings (General Users)

s (General Users)

_ To confirm or change the settings (parameters) of an app, click the icon of the a|

Home

Cumo-nect Office LF Print P

Print @

Cumo-nect Office Elite

Print from DW Cabinet F
0365 (AuthOn)
Primt
MKT_Demo e
L

24



4. Select FlexRelease service URL

Application Settings (General

Id
ameter Settings

inting yes v

vice URL

URL https://www.start.ricoh.com/frex-portal/clear ticket

5. Select E-mail Address

FlexRelease CX

FlexRelease GX

Job List C% Email Print Settings

Upload File

Email Print Settings I

Send-only Email Address for Print Jobs
Download Logs

. . 497 .
LG Email Address 1401827804 3@frcx ricohcom

Print Settines (Emaily

_— -

1 Sided/2 Sided : 1 Sided v
Qrientation :
Color/Black & White:  [Cobr v

Print Body Text : No ~

Detailed Setting Options



® Upload file to Print documents via upload a file on web browse
® Following Step by

1. Login

2. Go to Application Setting

3. Select LF Print

iif Application Settings (General Users)

|s (General Users)

_ To confirm or change the settings (parameters) of an app, click the icon of the a|

Home

Cumo-nect Office LF Print P

Print @

Cumo-nect Office Elite

Print from DW Cabinet F
0365 (AuthOn)
Print
MKT_Demo e

i

4. Select FlexRelease CX Service URL

Application Settings (General

Id
ameter Settings

inting yes v

vice URL

URL https://www.start.ricoh.com/frex-portal/clear ticket

3.4.5 Upload file to Print: Only Support Office Essential + Flex Release and Office Elite
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5. Upload File

FlexRelease CX

Job List 1J Upload File
Uplaad File »

Email Print Settings

File = Choose File | No file chosen

1 Sided/2 Sided : 1 Sided v

Download Logs

Quantity :
Prt Management Ste Z

Combine : Do not Gombine v
Paper Size : Same a5 Original v |
Orientation : Portrait v

Color/Black & White : Color v|

Detailed Setting Options

Upload

3.4.6 Retrieve the print job: Only Support Office Essential + Flex Release and Office
Elite

® Job List
1. When the user logs in via SI-Auth app, the job list is displayed for the login
user.
2. By checking the boxes in front of jobs, the jobs can be printed or the print
settings can be modified.
3. When more than 10 print jobs are selected, printing cannot be executed.
4. Due to the WebBrowserNX and SOP system limitation, the print jobs that

can be printed are limited within 10 files.

| & |user10 G3, Denyadmin's operation, taphere losout | €
< FlexRelease CX app deve user10 Joblog
Print Jobs
| Chron.Ord
N - oo
s Setting Procedure - X Ek
Jan 28, 2020 9:5820 AM 1 Page(s)
1sets lSlped .| Color
Tenant Info for RE technical training - X €&
Jan 28, 2020 25125 PM 1 Page(s)
sels 15ided Color
Device detail ISS vs WIM vs SLNX
Jan 28, 2020 3:00:59 PM 16 Page(s)
1sets 1Sided Color

Check Status  Zx*® <

® Job delete
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1. When the right allow (squared in red below) is selected, how the uploaded
jobs should be treated after printing them out can be configured.

2. The default setting is “Yes” (delete).

Logout C
<« FlexRelease CX app deve user10 Job log
Print Jobs Print Settings
= B m ChronOrder _ | GJ =T,
Setting Procedure - X €&
2 Jan 28, 2020 9:58:20 AM 1 Page(s)
1sets 1Sided Color
Tenant Info for RE technical training - X €&
¥ Jan 28,2020 2:51:25 PM 1Pagets)
X 1sets ) 1 Sided Color
Device detail ISS vs WIM vs SLNX
+ Jan 28,2020 3:00:59 PM 16 Page(s)
15ets 15ided Color
Check Status  Z2*® < a Eo () Stop

® Print setting change
- To change the print settings after print job is spooled, following settings are
available via the “Print Setting” (squared in red).
- Print color mode
- Quantity (minimum 1)

- 1 or 2 sided (Short /Long edge bind)

Logout C
< FlexRelease CX app deveuserl0  joplog
Print Jobs Print Settings
Eo
B 0 DEAREER
Setting Procedure - X E&
+ Jan 28, 2020 9:58:20 AM 1 Page(s)
1sets 1 Sided Color
Tenant Info for RE technical training - X €&
¥ Jan 28,2020 2:51:25PM 1 Pagels)
. 1sets . 1 Sided Color
Device detail ISS vs WIM vs SLNX
+ Jan 28,2020 3:0059 PM 16 Pagels)
1sets 15ided Color

Check Status 2o <
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Print Settinas Cancel

Force Black and White Copies Force Duplex

Check Status  Z2*® < @

3.5 The procedure for IC Card reader setting

3.5.1 IC Card reader setting

® \When user use IC card for user authentication, these settings are mandatory.

1. Login to the MFP as a device administrator.

2. Settings>Screen Features Settings>Screen Device Settings>External

Interface Software Settings

( & |Machine Administrator i Logout

& Screen Device Settings

Application Display Settings by Function
Function Key Settings

External Interface Software Settings
User's Own Customization

System Bar Settings (Top / Bottom of Screen)

Support Settings

[Back] Key
Enable/Disable [Back] Key.

Dec. 04 2019
09:44PM
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3. Setting > Screen Features Setting > Screen Device Setting > External

Interface Software Setting

| & |Machine Administrator G5, Admin.is operatingremotely

External Interface Software Settings Cancel

Set the software to enable IC cards and smartphones with Bluetooth
to use the machine.

Select IC Card Reader Do not Use

Proximity Card Reader Software | Proximity Card Reader
Settings

| NFC Card Reader
Bluetooth Software Settings Do not Use

Dec. 04 2019
09:46PM

& Machine Administrator

Proximity Card Reader Software Settings Cancel

© Connect card reader to operation panel that displays this guidance.
If reader is connected, disconnect and then re-connect it after 5 seconds.

External Interface Software to Use

No registration

Do 0% 2019
o M =)

5. Plug the IC Card reader to SOP panel.
6. The IC card reader information will be displayed then check the

authentication column as active.
& Machine Administrator 35, Deny admin's coeration, e here

Proximity Card Reader Software Settings  Cancel

© To change the card reader, set [Software to Use] to (Do not Use)
and press [0K]. Then return to this screen and connect the new card reader,

External Interface Software to Use

pcProx Card Reader
VID: 0C27, PID: 38FA Proximity Card Reader Suppa.
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7. Press the EXIT button and restart the device

& |Machine Administrator %, Admin. is operating remotely

The settings have been changed. The changes
will be applied after the machine is restarted.

Jan 20 2000
06: 39PM

3.5.2 IC Card registration
® The number of registerable IC card to tenant user is
1. When user swipe the new IC card with registered IC card user via
following dialog then IC card information will be over write with new I1C
card.

Login:IC Card

Hold the IC card over the reader and log in.

M>language English _ Keyboard input login

Check Status 22

G2, Deny admin’s operation, tap here

Login:Reaister IC Card information

Login failed because IC card is not registered.
To register an IC card as a user account, enter the user account information.

User ID

Password

Check Status 22
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® When other IC card is swiped during user is being login, logout process will

be executed and then login process will be executed for other IC card user.

3.5.3 IC Card unregistration

® \When user needs to unregister the IC card, it can NOT be executed via

Device Login Setting on the Workplace.

1. Login > My Account Setting > Device Login Setting > Multifunction

Printer/Copier > Device Account > Unconfigure

# My Account Settings

€Top

My Account settings
Device Account Link Settings

Multifunction Printers/Copiers

Device Account

test1
Device Login Setting Interactive Whiteboard v
PIN Code Settings
Current Setting: Login with the PIN is not possible: # Change

4. Functionalities of Cumo-nect Office

4.1 Reporting
® There are two ways to access to the reporting web Ul. Press the application icon on the
Workplace.

® |n Workplace Ul Select Report > Report List

RICOH Admin Settings
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Reports can be created by following i TS R TG

piata dafines how to o d data that ara appeopriata for

Select according to pication

>

templates.

Device List (Basic Information)
The information for the managed devices will be reported.
The information will be output as bar graphs, pie charts and tables.

- Device List ( Basic information ) ==

Counter (Users)

The utilization ratio for operations such as copying and printing will be
reported for each user.

The information will be output as bar graphs, pie charts and tables.

- Counter ( Users)

- Counter ( Devices )

Counter (Devices)
The utilization ratio for operations such as copying and printing will be
reported for each device.

The information will be output as bar graphs, pie charts and tables,

- Counter ( Departments )

Counter (Departments)

The utilization ratio for operations such as copying and printing will be
reported for each department.

The information will be output as bar graphs, pie charts and tables.

<

There are two ways to create a report.
® (Generate Report immediately: Instant report generation is executed by following
the wizard procedure.

1. Select the report template

Step 1. Select Report Template

1904 434 184 BrP0Ka SN MADTAG 19 N8 BuBIG B4 20PSIOA

Device Uist (Basic information) 2
The information for the managed devices will be reported.
The information will be autput as bar graphs, pie charts and tables

Counter (Users)

The utilization ratio for operations such as copying and printing will be
reported for each user.

The information will be output a5 bar graphs, pie charts and tables.
Counter (Devices)

The utilization ratio for operations such a3 copying and printing will be
reported for each device

The information will be output as bar graphs, pie charts snd tables.
Counter (Departments)

The utilization ratio for operations such as copying and printing will be
reported for each department.

The information will be output as bar graphs, pie charts and tables

v
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2. Select the target devices and specify the start / end dates.

Step 2. Select Target

T Tk T e (8 [ N e et

Targen Device Target Period
AN Start Date”  OB/01/2015

End Dater 087312019

Cnosl m “

3. Enter management information

Step 3. Enter Management Information

Enter the information for managing this repart,

Report Name™

Counter (Devices)_20190906

Description

Report Display Language

English v

4. Confirm the input information

Stap 4, Confirm

T orpsaet wll ber orelind wilth Sarie vondunls. 1 pow mank by ke, di S D bullen.

Report Mame  Counted [Dinvicsd] J0100006
Type  Counter [Tevices)
Descripbon

Report Target Al
St Date  08,01,2009
End Date  08/21/3015

Report Display  English
Langraige




5. Report List has six features and then Select to Download

[kpnn List o ®

[p— Ty

[ G ot e
== R =N === ==

O counter (usen 20150205 Caunter (usen) oaesr20g 1020

O Couster Devices 20150505 Counter Dk oamszos 1015
O counter users_20130505 Counter (Users) 09052019 16213
[1 counter ences 20150804 Counter e oapaacns 06ss
O cotenien Counter e oamuzo o0
O coumeences Coumter (Devces; 209000

* When user selects the template “Counter (Departments)”, following screen will
be displayed. In this screen, the department master can be downloaded, and

user can modify it.

l A B c D

1 VUser ID Department Code 1 Department Code 2 Department Code 3 ‘
2 |A0000001 N1101 N2101 N3101
| 3 :BOOOOOOZ N1102 N2102 N3102
4 |B0000003 N1103 N2103
5 |B0000004 N1104

6

om ————ossarpuon

15t line (Header) User ID, Code of group1, Code of group2 and Code of group3 are
displayed.
Displayed header is changed by language setting of the browser.

From 2™ line (Value) Value is entered by user

The content of the department master must meet the following conditions:

File size File size must be smaller than 4 MB. Error message about the file size being too large is
Note: Size of character strings is calculated so please consider the file size displayed.
of 4MB only as a reference value.

Input value Valu?s LT EE douple GHEES( ) ETEETIES ) R Error message indicating that invalid character is included
Note: An error will not occur if the user ID or code of group is enclosedin g
is displayed.
double quotes.
User ID 1. Identical User ID must not exist. 1. Error message indicating that the same user ID already
2. User ID mustnot be empty. exists is displayed.
2. The line with empty User ID is deleted.
The numberof rows in  The supported number of rows is 5,000 or less. Error message is displayed if the number of rows exceeds.
Excel file 5,000.
The layer of Department code must have 3 levels. * If less than 3 levels: A blank layer is added at the end
department code + If more than 4 levels: The levels after the fourth are
deleted.
Header of Excel file The header must be in 1st line. The header is automatically added.
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Create a Scheduled report : Schedule report generation is executed by following the

wizard procedure.

1. Select the report template.

Step 1. Select Report Template

TR UG ARG 1 A0S N 19 CREAL A0S BRS BB 1N 0 BEOSE 0 4D 1N BTN TSI BATATAD 18 T4 BI04 BOPICATOR

Device Uist (Basic Information) 2

The information for the managed devices will be reported.
The information will be output as bar graphs, pie charts and tables.

Counter (Users)

The utilization ratio for operations such as copying and printing will be
reported for each user.

The information will be output a5 bar graphs, pie charts and tabies.

Counter Devices)

The utilization ratio for operations such a3 copying and printing will be
reported for each device.

The information will be output as bar graphs, ple charts 3nd tables.

Counter Departments)
The utilization ratio for operations such as copying and printing will be
reported for each department.

The information will be output as bar graphs, pie charts and tables.

2. Select the target devices and period (days)

Step 2. Select Target
Select the target device or period for the report.

Target Device Target Period

@ All Closing Date*
To specdy the last day. enter the 315t

31 days

Period from Closing Date to Report

Generation*®
in sorme cases, ofl the data may not be available
due to reasons such as the power of devices
being turned off.
For this reason, it &5 recommended to watt until
& few days have passed sfter the closing date
before generating the report.
In general waiting 2 or 3 days wall allow & repert
1o be created that includes all the data.

3 days




3. Enter management information.

Step 3. Enter Managemant Information

[TV —Y
Report Mars"

Counter (Devites) 20100006

Description

Repor Display Language

I
4. Confirm the input information
o o o
Step 4. Confirm
Report Name  Device List (Basic Information)
Type  Device List (Basic Information)
Description
Report Target Al
Cloging Date  31th (date) of every month
Period from Cloging 3 dayls)
Date to Report
Generation
Report Display  English
Language
T T
4.2 Scan to Me
1. Login to Workplace (Admimistrator)
2. Select Application Setting
-
_ee
"ne
LL L}
B

Application Settings

(Administrators)
Cumo-nect Office Elite

3. Click menu Scan to E-mail for Set up



nagement- App X+

C @ nasmart-integration sicoh.com

Admin Mode

RICOH Application Settings (Administrators) @

&Top
| Application Settings (Administrators)

I 0 - crop an aop (o change fs oxder ithin the same Hore.
Cick ; to anable the-change opsration.
Application Management

(o
( cation )
Home (add an Application )

Screen Auto Reset Scan to Email
Cumo-nect Office

Workflow Job Transaction (all ocr
‘within tenant)

Example for standard information

T Tr—
Scan to Email ] - ]

asory field

| Detauit e

or

Bestifmad)

ocR i o~

OCR Langusge Eng -

OCR Language
[Addimional 1)

OCR Language
{Additional 2)
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